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New “SSLPost Lite” Solution for Invoices and Statements

1. An overview of “SSLPost Lite”
“SSLPost Lite” introduces a simpler method of opening SSLPost email messages and is
targeted specifically for use with Invoices and Statements. The solution allows messages
and attachments to be opened by the recipient without the requirement for a password.

This product offers many benefits over the “unsecured” send option. The solution retains
the security of the message during transmission®*, and provides a full audit trail facility.

* The communication is secure up to the point of receipt by the email recipient.
“SSLPost Lite” cannot store documents securely on the recipient’s computer, therefore
this solution is not recommended for confidential documents such as payslips.

It is easy to switch from “SSLPost Lite” to full SSLPost security (and vice-versa).

2. High level process
The diagram illustrates the basic process.
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e The XML is sent securely from SAP to the SSLPost server.

e SSLPost generates a PDF and encrypts the message with a seal.

e Recipient opens the email and clicks the decode button in the message body.

e The seal key is retrieved from SSLPost and the message content is decrypted.

e The content of the email message is displayed and the recipient can view their
PDF document.

3. Pros and Cons

No requirement for a decrypt password Documents cannot be held securely by

Simplified user interface SSLPost on the recipient computer. Any user

Full audit trail is available with access to the recipients email client can
view the messages.
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